W™ Cyber Security PRIVACY TIPS FOR TEENS
Awareness Foundatlon

TIPS TO PROTECT YOUR PRIVACY

You learn, connect with friends and play games online. Just as you look both ways before crossing the street (which we
hope you do), be sure you are using the Internet safely and securely. The first step is to take safety measures, think about
the consequences of your actions and connect knowing you are protecting yourself from an unhappy surprise.

SHARE WITH CARE

WHAT YOU POST CAN LAST A LIFETIME: Before posting online, think about what others might learn about you and who
might see it in the future — teachers, parents, colleges and potential employers. Share the best of yourself online.

BE AWARE OF WHAT'S BEING SHARED: Be aware that when you post a picture or video online, you may also be sharing
information about others or personal details about yourself like where you live, go to school or hang out.

POST ONLY ABOUT OTHER AS YOU LIKE THEM TO HAVE POST ABOUT YOU: The golden rule applies online as well. Ask
permission before you tag a friend in a photo.

OWN YOUR ONLINE PRESENCE: It’s OK to limit who can see your information and what you share. Learn about and use
privacy and security settings on your favourite online games, apps and platforms.

PERSONAL INFORMATION IS LIKE MONEY. VALUE IT. PROTECT IT

KNOW WHAT'S BEING COLLECTED, WHO IS COLLECTING IT AND HOW IT WILL BE USED: Information about you, such as
the games you like to play, what you search for online and where you shop and live, has value — just like money. Be
thoughtful about who gets that information and how it’s collected through apps and websites. Only use a product or
service if the company is open and clearly states how it will use your personal information. If you’re not sure what a
business will do with your information, ask your parents. Think twice if an app wants permission to use personal
information (like your location) it doesn’t need before you say “OK.”

SECURE YOUR DEVICES: Use strong passwords or passcodes or touch ID features to lock your devices. Securing your
device can help protect your information if your device is lost or stolen and keep prying eyes out.

GET SAVVY ABOUT ABOUT WIiFi HOTSPOTS: Public wireless networks and hotspots are not secure — this means the
possibility exists that anyone can see what you are doing on your laptop or smartphone while you are connected to it.
Think about what you are doing and if you would want another person to see it. If you use public WiFi a lot, think about
using a virtual private network (VPN) that provides a more secure WiFi connection.

WHEN IN DOUBT, THROW IT OUT: Links in email, tweets, posts, and online advertising are often the way bad guys get
access to your personal information. If it looks weird, even if you know the source, it’s best to delete.
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